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1   Introduction 

This article describes a type of attack called Man in the middle. In the following 

article defines the concept of Man in the middle Known as MITM, MIM, MITM. 

Furthermore, I will discuss the principle of operation of this type of attack. Also focus 

attention on the most common victims of this attack prosecuted and the places in 

which the attackers are most common. At the end of the article I will give safety 

recommendations and measures that should be followed. 

2   Description Man-in-the-middle 

The man-in-the middle attack intercepts a communication between two systems or 

users. For example, in an http transaction the target is the TCP connection between 

client and server. Using different techniques, the attacker splits the original TCP 

connection into 2 new connections, one between the client and the attacker and the 

other between the attacker and the server, as shown in figure 1. Once the TCP 

connection is intercepted, the attacker acts as a proxy, being able to read, insert and 

modify the data in the intercepted communication. [2] 

 

The MITM attack is very effective because of the nature of the http protocol and data 

transfer which are all ASCII based. In this way, it’s possible to view and interview 
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within the http protocol and also in the data transferred. So, for example, it’s possible 

to capture a session cookie reading the http header, but it’s also possible to change an 

amount of money transaction inside the application context, as shown in figure 2. [2] 

 

Man-in-the-middle attacks can be active or passive. In a passive attack, the  

attacker capturesthe data that is being transmitted, records it, and then sends it  

on to the original recipientwithout his presence being detected. In an active  

attack, the contents are intercepted andaltered before they are sent on to the  

recipient. [1] 

 

3   How Man-in-the-middle works 

Man-in-the-middle uses a technique known as ARP spoofing. No.1 deceive users into 

thinking that communicates with the user directly to No. 2, while user 2 also thinks 

that communicates directly with the No. 1 The attacker located between the user is 

able to control all the data sent by the victim. Credit card numbers, login names, 

passwords. IM or other communication that attacker currently interested. 

3.2   Address Resolution Protocol 

It is a network protocol that is used in computer networks using IPv4 protocol. Used 

to 'translate' the network layer addresses (IP addresses) to link-layer addresses (MAC 

addresses). In practice, this protocol used to inform the router assigned IP addresses 

for each device on the network.  

 

Broadcaster sends ARP request containing the required IP address and information 

about themselves, which have their own IP address and MAC address. Request is sent 

via line broadcast on MAC address identifies all participants in the local network. 

 

For information about MAC addresses that correspond to the IP addresses are entered 

in the ARP cache. The ARP command at a terminal operating system can display the 

contents of the ARP cache and also to interact. 

3.2   ARP spoofing 

The essence of ARP spoofing router is the belief that a given IP address 

corresponding to a different physical MAC address. If an attacker is successful and 

manages to ARP spoofing, now has control over all communication that is directed to 

the victim. If it is not encrypted, the attacker can read her like a book. All the fun 

stops when data changes are sent. Hacker can customize links to download files, 

change the appearance and function of the requested web pages and other dangerous 

things. 

 



3.3   ARP poisoning 

ARP (Address Resolution Protocol) poisoning is a technique used to corrupt a  

host’sARP table, allowing the hacker to redirect traffic to the attacking machine.  

The attack can only be carried out when the attacker is connected to the same  

local network as the target machines. [1] 

3.4   Backtrack Linux 

The most commonly used tool to attack man-in-the-middle is a Linux distribution 

called Backtrack. This distribution is mainly intended hackers contains applications 

and commands that allow you to perform different types of attacks. Backtrack is 

mainly used for network attacks, such as the already mentioned Man-in-the-middle 

and even breaking passwords wifi networks and other shackles. Backtrack distribution 

is freely available on the official website. 

 

It is a LiveCD distribution that is from version 4 based on Ubuntu Linux. It focuses 

primarily on penetration testing operating system, networking and hardware. With a 

LiveCD or LiveUSB can boot without any installation. Backtrack includes 

applications such as Aircrack-ng, which is used to test the vulnerability of WEP or 

WPA encryption of wireless networks. Backtrack function consists in the use of the 

weaknesses, masking, detection passwords, catching packets and many others. 

3.5   Smartphone problem 

An important chapter are also smartphones, which today own almost every one of us. 

Replace the work desktops or laptops. Makes web browsing, watching videos and 

downloading emails or files. Because that smartphones often do not have adequate 

security measures, making them very attractive to potential attackers. 

4   Victims and most frequent location of attackers 

Attackers can appear on almost any computer network. The most common victims are 

people using the public internet. For example, if an attacker sitting in a cafe with free 

access to wifi, is able to create a dummy access point named the same or similar to 

the net cafes. If a careless user laptop or smartphone connects to this imaginary 

created access point and becomes a victim and the attacker is able to monitor all of its 

communications. Therefore, the most frequent victims are careless people connecting 

to the Internet in public places. 

 



5   Recommendations and measures 

In practice it is very difficult to make common security tools prevent ARP spoofing. 

However, it is possible to make it difficult for an attacker monitoring network using 

an encrypted HTTPS connection or VPN technologies. 

 

Alternatively defense against ARP spoofing is to use the ARP table. When setting the 

ARP tables on the computer MAC address is no "do not ask". This method is 

impractical because the involvement of another device on the network you need to 

update the ARP table.  

5.1   HTTPS 

This is the superstructure of the HTTP network protocol. Technollogie HTTPS uses 

Secure Sockets Layer (SSL) or TLS on port 443, which encrypts the communication 

network, so it is possible to prevent tracking. HTTPS uses asymmetric encryption. 

Participants before the communication generates two key pairs (public and private). 

 

HTTPS is HTTP over slow slightly, which is caused by the encryption. Level of 

security depends on the security pages for key exchange and encryption algorithm 

used on the Web browser and a Web server. 

5.2   VPN 

Virtual private network uses authentication using digital certificates for authentication 

as soon as communication becomes encrypted and therefore it can be considered safe. 

It is used to connect several computers on untrusted public network. Therefore, 

computers can communicate with each other as if they were connected to a closed 

private network. Create something like an encrypted tunnel between your computer 

and the router end, which will flow through the data. 

5.3   MAC address filter 

MAC address filter is one of the most effective means of defense against network 

attacks. Allowed only computers that are defined on the router, which is registered 

their MAC address, other computers do not have access to the site until authorized by 

the site administrator. If it were a WIFI network does not contain any security. To the 

network will not be connected. 
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