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Abstract:  This article discusses the possible attacks on CI in terms of cyber security. It focuses on 
attacks  which  threaten  the  security  of  informations,  systems  and  networks  on  which  the  critical  
infrastructure  is  dependent.  This  article  aims  to  analyze  the  current  threat  of  attacks  on  critical  
infrastructure from cyber security point of view and to define the real risks of the transactions.
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1 Introduction

Critical  infrastructure  (CI)  is  an  important  component  of  the  company  that  ensures  its 

functioning. Its failure would have a material impact on national security, economy, public 

administration  and ensure basic  needs  of  the  population.  [1]  By definition,  the  role  is  to 

protect the CI to function in normal and emergency situations.

Today,  technological  advances,  information and communication  technologies  (ICT) 

are becoming one of the major elements of the interconnection and management of CI and 

contributes to its proper functioning. The system of CI would be disturbed and therefore it  

must be adequately protected.

Cyber  attacks on critical infrastructure are continually occuring nowadays. After 11 

September 2001 attacks were reported on the website of American power, when a group of 

hackers from the Middle East tried to probe their  systems. [2] According to the study by 

Symantec, in which subjects that has been part of the critical infrastructure were adrressed, 

companies are facing increasingly frequent cyber attacks and security against them is not fully 

sufficient1.

This article discusses the possible attacks on CI in terms of cyber security. It focuses 

not only on the attacks in cyberspace, but also to those that may threaten the general security 

of information systems and networks on which the critical infrastructure is dependent. It also 

describes possible security measures against these attacks. This article aims to analyze the 

1 Three-quarters of respondents admitted that their networks are often recorded the presence of malware 
designed to sabotage that caused the system. Firms, however, to protect their infrastructure primarily focus 
on attacks "brute force" instead of protection against sophisticated malware. [3]



current threat of attacks on critical infrastructure from cyber security point of view and to 

define the real risks of the transactions.

2 Ways of attacks

2. 1 DoS attacks

One of the most common methods of directing attacks are undoubtedly DoS attacks (Denial 

of Service). That means destination server is overloaded by requirements that lead to slow 

functioning, or even shutdown of the system for limited time. The attack is launched from 

multiple computer stations which are in the network web robot that perform routine activities 

(data collection and dispatch requirements). By using these computer stations in the botnet, an 

attacker can carry out a coordinated attack from one place, which is known as a distributed 

(DDoS). [4] This method is very common for several reasons. DDoS attack as itself is not 

defined as a crime and it is difficult to detect the attacker. Also, it is cheap. In comparison to 

the damage that can cause temporary inaccessibility of the site, it has a minimal cost (it is 

even possible to order an attack on the internet). It is important that this method could only be 

performed over the public internet network.  Government sites, banking systems and news 

sites can be thus easily attacked but the offline systems are not in danger.

Protection equivalent to the HTTP protocol is the use of different platforms against 

DDoS attacks. They correctly recognize when DDoS attack occurs, and when only a single 

flooding of a site happens. It allows to set a limit on the number of requests to the same URL 

per  unit  of  time and the  maxi  mum number  of  requests  from specific  IP addresses.  The 

platform does not respond to requests  after  exceeding a limit.  Platforms can also provide 

monitoring network health and prevent the disruption. In the network layer there may be used 

specialized peripherals and modules which can also deploy various web application firewalls, 

which quickly and effectively ensure the elimination of attacks. [5]



2. 2 Malware

Objects of critical infrastructure are in most cases separated from the public network (offline 

networks). An offline critical network infrastructure is facing threats from within. There are 

different types of malware as computer viruses or worms, which are able to delete datas, track 

user's movement and get to personal information2 or cause a damage of a system3.

This type of attack requires a deep knowledge of ICT. Terrorist groups usually do not 

have such technological knowledge, but the risk of bribing the hackers is possible. Infiltrating 

to the system is  a dangerous threat.  The highest probability of attack comes from former 

employees (insiders) who have an access to various passwords inside the system and know 

where to attack and cause the greatest damage. [6]

We should be more focused on a physical security of buildings or complexes against 

an intrusion of strangers. It is important to control the content that we want to bring into the 

system at all portable drives, using only corporate flash drives and carry out regular checks on 

persons  and  the  system  itself  to  record  all  activities.  Penetration  tests  can  be  used  for 

examining resistant and immunity of the system.

2. 3 Smart Grids

Smart grid are a new technical solution for the power supply. They are allow a better use of 

renewable energy sources and brings many other benefits. The basic principle is the mutual 

two-way  communication  between  the  production  and  supply  of  electricity  appliances  or 

consumer of the immediate possibilities of energy production and consumption. [7] They are 

allow more flexible using of electric energy and supply and demand management and better 

prevent  black-outs.  Prevention  of  such  failures  is  due  to  the  dependence  of  modern 

civilization on electric currents important. Therefore, their mass participation can be expected 

in Europe, where owing to geographical and climatic conditions of the production of energy 

from solar and wind sources is  irregular or difficult to predict. Smart Grids are mostly in the 

testing phase. It is hoped that in 2020 will be equipped 80% of households in the European 

Union with smart meters [7]. Because of a digitization there are creating new security threats. 

2 Computer virus Duqu gathers sensitive data in companies operating in the field of nuclear industry, which  
can then be used for another attack. [14]

3 Stuxnet, which is considered the most sophisticated malware,  attacking SCADA systems, where several  
hundred centryfug excluded from the operation of a broadcast false information. [3]



Smart grids are managed by computer. It is possible to cause a large black-out by the hacking 

into the network and reuse off and switching. A software worm is a great danger for smart  

grids because it can turn off a power of many of households after an infilstration into the 

system.

Communication takes place on a separate data network. Therefore it is very important 

to ensure data security against a fail and their unauthorized using. It is mportant a correct and 

safe  authentication  into  the  system  to  prevent  unauthorized  access,  active  continuous 

assessment, monitoring and restrictions suspicious user's behavior and rapid crisis incidents.

2. 4 Identity Theft

Critical  infrastructure  can  undermine the now very popular  method of  identity  theft.  The 

consequences are destructive to critical infrastructure, yet the state and society threaten the 

financial losses of money and the spread of organized crime.

Identity theft has two levels. First level is that someone steals personal information 

and in the second stage thief will use this information and perform fraud under false identity. 

Sensitive information obtained attackers used in various transactions or advertising and gives 

them considerable economic gain [8] These methods are widespread especially in health care 

and  banking.  For  example  in  the  U.S.  The  identity  theft  in  recent  years  has  increased 

exponentially,  which  has  recently  been  stolen  1.9  million  patient's  details  from  medical 

databases. [6]. It may be given poor medical care to victims of identity fraud or they may be 

charged unreasonable amounts of money for treatment, care and charged that they had been 

provided. The victim may be affected that it will have the medical details indicated a severe 

illness, which in fact does not suffer.

More  and  more  often  are  fraudulent  e-mails  with  fake  links  to  internet  banking. 

Fraudsters gain access to personal data and passwords and user data in addition to non-use of 

the  contested  account  spread other  malicious  programs.  Banks  often  face  with  skimming 

(copying credit cards) and then they have to deal with the situation by blocking the copied 

cards. We can expected a rise in crime in that area because of increasing amount of identified 

cards and personal dates in databases.

PET  technology  (Privacy  Enhance  Technologies)  is  trying  to  protect  personal 

informations about patients in systems of internet health. Its principles increase the protection 

of sensitive data. This technology is used in system of internet health projects, including the 



Czech Republic. [9] Banks also increase security against the ever-increasing number of cases 

of attacks on clients. There are various security systems looking for potentially dangerous 

web sites and fight against phishing and trojan horses, which client not to observed on his 

computer. [10] In general, it is important to carefully protect our passwords on systems,  do 

not click on links to internet banking in e-mails or other untrusted files (or check the URL in 

the web browser) and keep a strict record one to which he has access.

2. 5 Electromagnetic weapons

More  and  more  potential  danger  today  represent  electromagnetic  weapons,  especially 

electromagnetic bombs (e-bomb). The relatively easy availability and high efficiency can be 

tempting for many terrorist groups. E-bomb explosion creates an electromagnetic shock wave, 

which creates a shock at all power circuits that are in range and hits all electrical equipment, 

including telephones, televisions or highway infrastructure and air traffic, where there is a 

high risk of loss of human lives. The computer systems are attacked too. They can control 

important  functions  of  critical  infrastructure  and  they  could  cause  a  disaster  by  their 

decommission. [11]

The nuclear explosion is not the only way to make the electromagnetic pulse (EMP). 

Conventional  explosives  and  physical  processes  known  since  the  nineteenth  century  are 

sufficient  to  produce  it.  It  is  the  magnetic  flux  compression  generator  (FCG)  and 

magnetohydrodynamic generator (MHD). Both types of weapons can be produced at home. 

[12] No matter how the EMP produced, the impact on the Earth's surface creates a high-speed 

electromagnetic shock waves that threaten the modern technological infrastructure [13] This 

attack is harmless to people, but secondary effects caused by malfunction of one of the objects 

of critical infrastructure can cause chaos and consequently endanger the lives and health of 

people.

Electronic components that are directly exposed to the shock wave EMP can protect 

insulation  against  pulse.  It  consists  in  imposing  plated  grounded  into  lockers,  called  the 

Faraday cage. Shockwaves electricity power lines at EMP may arise due to current overload 

even  when  the  pulse  moving  line.  Here  protection  requires  isolation  of  equipment  and 

carefully ground to an electrical pulse went down to the leadership of the country and not the 

device. [13] windows must be covered with wire mesh and door secured conductive gasket. A 

big advantage is that fiber optic cables are not affected by EMP, so they still replacing copper 



cables help the situation. In each case it is possible to reserve units stored in shielded rooms. 

HPM/EMP is not  much published to reduce inspiration and recipe of using this weapon and 

tu reduce the supply of crime. Today we know some cases of using this weapon only against 

the individuals.

3 Conclusion

Cyber attacks on critical infrastructure are constantly increasing. In addition to DDoS attacks 

on websites identity thefts are becoming more common and are being more expected as the 

computerization of all data is being proceeded. Although this is not directly a threat to critical  

infrastructure, it may result in large economic losses and disruption of various systems. An 

attention should be paid to smart grids, which will be implemented in great amount in many 

countries during next few years.  Electromagnetic weapons are becoming the great danger. 

Although a similar attack on critical infrastructure has not occurred yet, the risk of realizing 

has been very likely according to the fact mentioned above.
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