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Abstract: Spam is a long lasting problem and definitely it is not only the tool of the 

marketing and advertisement. Well composed spam message can also 

support more harmful forms of abuse and it can have the serious 

consequences. It can be also followed by other forms of attack and these 

attacks do not have only the digital form [5]. Anti-spam techniques 

developed over the years help to reduce and prevent spam as effectively as 

possible. Anti-spam techniques are usually filter based and the reputation 

and credibility of anti-spam black list service providers play important role 

in this process.  Domain Name System Black List (DNSBL) is probably 

the most popular anti-spam technique available today, which significantly 

contributes to the fight against the spam. Nevertheless, this same technique 

also can serve as a tool of domain abuse. In this article we present the 

pitfalls of modern anti-spam technique and we provide overview of 

possible solution of this problem.  
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1   Introduction 

Spam is an email message which is flooding multiple mailboxes with many 

copies of some message, involving mostly unwanted or irrelevant content. Most of 

these messages are commercial advertisements of products or quasi-legal services. 

Spam can also contain dangerous or illegal content used for the spreading hoax and 

viruses or assist the fishing activities [3]. Advertising spam costs are very low and 

usually paid by the recipient or the carriers. The mailing lists are very easy to obtain. 

This makes the spam powerful advertising tool with many possibilities for the legal or 

illegal use. Unfortunately, tools and methods used to deal with spam can be also used 

as hacking tools to attack the not spamming targets.  



1.1   Anti-spam techniques 

One of most common protective technique used to reduce spam is the word 

checking technique. Incoming email content is checked against the set of suspicious 

words. If the presence of these words and its combinations is positive, mail can be 

marked as spam. The false negatives detection (incorrectly detected spam mails) is the 

serious problem of this technique and even well tuned spam system can generate 

over- or under-blocking [3]. 

 Spam traps are not valid email addresses used to collect spam. This 

technique is usually combined with another one.  

Another, probably the most popular technique is Domain Name System 

Black Lists (DNSBLs). DNSBLs contain names of known spammers, open relays, 

proxy servers, zombie spammers and hosts on the Internet that should not be sending 

external emails, such as end user IPs.  

 There are many end user techniques how to reduce spam, but these 

techniques require extensive knowledge and experienced user. These techniques are 

out of the scope of this article. We are going to focus on DNSBLs and the pitfalls of 

this anti-spam technique.  

2   Domain Name System Black Lists 

DNSBL is a list of spam suspicious IP addresses. This list is advertised 

through the Internet by Domain Name System (DNS) as a zone file or live DNS zone. 

This list can be used by mail server to assist spam filtering. First DNSBL was created 

in 1997 and since then the operation and polities of these lists have been 

controversial.  

Uniform Resource Identifier DNSBL (URI DNSBL) is a next level of 

DNSBL. URI DNSBL collect domain names and IP addresses found in form of links 

in the body of spam message, but usually not found inside the body of legitimate 

message. This helps block spam even if the domain name or IP address is not listed in 

DNSBL yet, but the content of message is clearly the spam. There are known 

modifications of this technique for example Right Hand Side Black List (RHSBL). 

 

DNSBL queries consist of: 

 

 Takes the Source IP address and reverse it 172.20.35.117 -> 117.35.20.172 

 Append DNSBL domain name 117.35.168.192.dnsbl.edu. 

 Looks up in the DNS as a domain name. This will return address – client is 

listed or ―No such domain‖ – client is not listed. 

 Look up of txt record is optional and usually provide reasons why the client is 

listed. 



2.1   DNSBL Spam Reporting 

There are many DNSBL services, which user can use to report spam. These services 

report it to the relevant Internet Service Providers (ISPs). The best-known includes 

SpamCop, Spam Identifier, SpamAbuse, Spam Control and many more. There is no 

question about importance of these services in process of spam reduction. But another 

issue also comes up. What if this reporting is abused by hacker to attack domain 

which does not actually spam? 

 

2.2   DNSBL False Spam Reporting 

Creation of free spam reporting account is nothing unusual. For example you 

can use SpamCop.net for this purpose [2]. There is nothing illegal about this action 

and if you are ordinary service user with good intentions, you are even valued part of 

war against the spam. From this spam service track the host and server provider and 

extract all the contact information. This process is fully anonymous and this fact has 

to be highlighted. This system of reporting is very effective, but it has one very 

important pitfall. False reporting is possible and can be done easily by hacker with 

intention to block the specific domain. Some of these services have very high 

reputation and another important fact is that they have no effective method to verify if 

any of reports are real. Host and servers providers take their DNSBLs very seriously. 

If the server is in the DNSBL, guilty until proven innocent scenario is taken.  

2.3   DNSBL False Spam Reporting Attack 

DNSBL false spam reporting attack require following steps [2]: 

 

 Anonymous registration to spam reporting service, reputable one. 

 Copy and paste few random spam emails form inbox. 

 Swap out domains and IPs with target domain and IP 

 Repetition of first free steps every day for a week. 

 

Results of these actions are the inclusion of domain to the DNSBL and eventually the 

shutdown of domain. This is one true example of illegal misuse of legal service for 

domain attack.   

 

 

 



 

Fig. 1. Common false reporting scheme 

 

3   DNSBLs False Reporting Counter Strike 

The main problem of DNSBL false reporting is anonymous spam reporting 

and reputation. Major spam reporting services have reputation based on fact that they 

have never been abused. This fact is based on strong politics against reported 

domains, false or real. This reputation is paid by the abuse of innocent, not spamming 

domains, if they are chosen as a hacker’s target. Sometimes only way to go, if 

someone is false reporting against specific domain is just shut down and move to the 

new one.  

Cisco IronPort technology is one of the possible counter strikes against the 

false DNSBL reporting.   

3.1   Cisco IronPort Virtual Gateway Technology 

 

Virtual Gateway (VG) technology allows each VG to be assigned its own IP 

address, segregating different classes of email running through the system. This 

results in a consistent reputation for each class of mail [4]. 

Virtual gateway technology makes possible to use virtual gateways to 

prevent abuse of domain name or IP address. This technology can be used for the 

spamming, but also as strong defense mechanism against DNSBL false reporting. If 

one of the virtual gateways is abused by hacker and DNSBL false reporting it is very 

easy to relocate the traffic to another virtual gateway without being shut down by 

DNSBL service [1].   

 

 

 

 



 

Fig.2. IronPort with virtual gateway [4] 

4   Conclusions 

There is a thin line between spam and relevant email messages. Anti-spam 

techniques and services help significantly reduce amount of spam, but also brought 

new possibilities to misuse these techniques and services. Domain abuse by false 

spam reporting is example of the misuse of legal service to harm the selected target. 

Problem is, that innocent victim is treated by the trustworthy service as a spammer 

and it is hard to prove otherwise. IronPort virtual gateway is also example of 

technology which can be used for both, good and evil purposes. It can serve as spam 

tool or a protection against false spam reporting.  
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