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Abstract. Eduroam (Education roaming) is the secure, world-wide roaming 

access service developed for the international research and education 

community. It allows students, researchers and staff from participating 

institutions to obtain Internet connectivity from at any other collaborating 

facility with no additional formal procedure. After time long time of resentment 

and reluctance, we succeeded to propose a project of participation of University 

of Defence in the Eduroam. It was necessary to research the technical, 

administrative and security issues regarding possible implementation of 

Eduroam to the current information systems. We proposed and successfully 

carried out the solution of that question. It covers all important university 

facilities including remote ones in the city of Hradec Králové. Several 

management tools have been created, especially for the security monitoring.  
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1   Introduction 

Academical bodies in Czech Republic have established the CESNET association 

about 20 years ago. Its main task is to provide network services including Eduroam 

access [1] especially to its members, but also to support development and research 

projects. CESNET owns very fast communication infrastructure in the Czech 

Republic. 

 

The University of Defence belongs to one of the founding members of the CESNET. 

Unfortunately, the wireless networks including Eduroam were intentionally missed 

out at our facility for a long term. This was mostly due to a negative attitude to this 

issue by the competent military authorities. This attitude has changed recently, so we 

decided to set a project, which goal was our incorporation to the Eduroam. 

We have to solved several issues, especially security ones. The process of 

authentication is an important example; it is based on the already existing 

authentication mechanisms.  



2   Project targets 

The basic goal of described project has been to implement Eduroam roaming system 

in selected locations of the University of Defence; moreover, to achieve a status 

where the authorized user from the University of Defence members (both staff and 

students) will be able to fully exploit the Eduroam for the Internet access at any of the 

other participating institutions, and vice versa authorized - another institutions users 

will be able to use the Defence University infrastructure by the same way, all without 

the need for additional formalities. 

Nevertheless, we discover several security issues. Eduroam traffic should be isolated 

from the University of Defence internal data flows in order to meet the requirements 

of the relevant policies. Other objectives are to increase the degree of utilization 

CESNET Gigabit backbone, to obtain new theoretical knowledge and practical 

experience for participants of the project. These findings will also be used for 

purposes such as teaching. 

3   Methods of solution  

The project is based on project separaiton into several separate areas, which are 

defined below:  

 Theoretical proposal consulted with external experts, having experience 

with the appropriate devices and Eduroam 

 Critical evaluation of the infrastructure current state, the need to update 

the firmware of each device, etc.  

 Theoretical design specific solutions such as the definition of virtual local 

area networks (VLANs), security policies, etc. 

 Acquisition of equipment, i.e. access points, wireless LAN controllers and 

the central authentication server 

 Configuration and verification activities of the authentication server and 

the mechanisms 

 Configuration and activation of the system in laboratory conditions 

 Deployment in real locations, and pilot operations 

 Routine operations, monitoring of characteristics, incident responses, 

optimization etc.  

 

It was assumed the acquisition of components necessary for the realization of a 

wireless network either Cisco or alternatively 3Com (i.e. today’s Hewlett-Packard). 

The first option appeared to be generally preferred by the majority of institution, 

although our local staff has experience with the second and good skills. Mostly for 

that reason, but also for better general condition including prices, the 3Com/HP 

solution has won. 

 

The access points are primarily installed in locations where you can expect frequent, 

especially short-term presence of students and visitors from other institutions like 



lecture theatres, meeting rooms, lobbies etc. Both central controllers and the 

authentication servers are located at University of Defence computing centre. The 

purpose of the controller mentioned is to enable easy and secure management of all 

access points in question including remote ones. The selected types of controller offer 

a provision for future expansion.  

The RADIUS (Remote Authentication Dial In User Service) authentication system 

was chosen after evaluation of several another possibilities. The RADIUS is linked to 

the existing mechanisms built for the university information systems access. It was 

necessary to conceive and perform many details. 

4   Eduroam principles 

4.1   Eduroam background 

The Eduroam (Education Roaming) [2] project idea has arisen within the TERENA 

(Trans-European Research and Education Networking Association), a working group 

coordinating collaboration among NRENs (National Research and Education 

Network) on a whole-European scale. 

 

 

Fig. 1 Eduroam in Europe (as of 29 August 2013, see http://www.eduroam.org) 

The basic idea is to allow transparent access for the users coming from the “A” 

organisation to the network organization “B” (more precisely, to the Internet by the 

medium of this “B” network), which also participates in the roaming. In other words, 



any user needs only one account in her or his home network and the consequent 

credentials are valid for access to any wireless LAN, member of the Eduroam.  

Important role in the system plays an Authentication and Authorization Infrastructure 

(AAI), which is composed of all local authentication systems of cooperating 

organizations. The AAI task is to verify the information entered by the user, all in 

compliance with security rules. All pieces of the user information are stored only in 

her/his the home network. Thus, if a user connects to the other, host network, AAI 

must provide appropriate user verification in her/his home network. AAI is realized 

using a RADIUS server(s) [2]. Of course, it is also possible to use different 

mechanisms for the authentication purposes.  

4.2   802.1X Authentication 

This authentication is based on the capabilities of an access device (which is typically 

a switch or access point) that can permit or deny access on the link layer. All device 

ports are blocked as default, only EAP authentication protocol data transmission is 

permitted. When the client device tries to connect to the access device, it will initiate 

authentication via EAP. 

The client device (called supplicant) sends a request for authentication to the access 

devices (called authenticator) and it contacts the RADIUS server with the verification 

request. If a user comes from the home (local) network, the authentication is a local 

RADIUS server business; otherwise the request is passed through the RADIUS 

servers’ structure to user’s home network (her/his RADIUS). 

It returns the result of authentication to the originating RADIUS and that server 

passes this result to the access device, i.e. authenticator. The authenticator final step 

is, in dependence on authentication outcome, to allow or to block appropriate port, 

which client’s connection request came from; that port can be also assigned to a 

specific VLAN. As mentioned, the access device is primarily a switch, but the same 

authentication mechanism is applied in a wireless networks environment. 



  

Fig 2 802.1X authentication procedure steps 

4.3   RADIUS structure 

Each institution participating in Eduroam has its own RADIUS server(s) to verify the 

local users. User accounts are stored directly on it or on any other platform (like SQL 

server). These local (or institutional) RADIUS servers linked with the national 

RADIUS server, which provides the data exchange and guests authentication on 

network. The national RADIUS server is operated by CESNET in the Czech 

Republic. 

The RADIUS data routing between servers is based on so-called realms. A realm is 

commonly appended to a user's user name and delimited with an '@' sign, resembling 

an email address (kaderkaj@cesnet.cz), or it can be even formally identical with e-

mail address. Again, it is important to note that realms are in fact arbitrary text and do 

not need to contain real domain name. 

National RADIUS servers are connected to the so-called top-level RADIUS server, 

which is operated by Dutch company SURFNet. To avoid potential questions, it is 

recommended to use IPSec for the traffic encapsulation/encryption among RADIUS 

servers.  

5. University of Defence Eduroam solution 

We have built an Eduroam infrastructure according general principles, but we have to 

solve several especially security issues. We decide to distinguish between two 

elementary user categories. 

 The first category is a trusted user. It is our own user, whose device fulfils 

actual Microsoft Network Access Protection (NAP) condition (especially up-

to-date patches, active antivirus with actual database, firewall etc.). That user 

gains full access to the university network like from wired one. 

 The second category is an untrusted user – it could be a true foreigner, but 

also our own/local user which does not satisfy condition mentioned above. 



He/she is then taken as external user from point of university network view, 

which provides connectivity. His/her access to the university internal 

network is strictly limited, but he/she is allowed to communicate with 

Internet freely – he/she is effectively connected outside of main firewall. The 

traffic separation for each category is done using VLAN; every category has 

its own IP address space etc. Some ports like 25/tcp are generally blocked 

for all user as a proactive antispam solution. 

 

During the project solving we found the absence of user friendly RADIUS 

management tools. It was very inconvenient to look for reasons of quite simple 

troubles even for administrators, nor to the operators. So the set of scripts has been 

created, which simplify general troubleshooting. Examples of selected scripts’ outputs 

are enclosed below. 

 

 

Fig. 3 Eduroam – snapshot of University of Defence Eduroam active users 

 

Thu Aug 29 16:26:28 2013 REJECTED [ID] host/K209-6196 [MAC] 001f3bb2f95d [REASON] 

realm-less IDs are disallowed [NAS_IP] 160.216.100.40 [NAS_MAC(:ESSID)] 

002389da63e0:eduroam [SERVER] radius1.unob.cz [OUTTER-AUTH] (stopped during 

processing due to issued reject) 

 

Fig. 4 Eduroam – University of Defence Eduroam unsuccessful login – example 1 (incorrect 

realm) 

 

Thu Aug 29 16:26:31 2013 REJECTED [OUTTER-ID] pecinkaj@unob.cz [INNER-ID] 

pecinkaj@unob.cz [MAC] 2002afbd36a3 [REASON] Logon failure (0xc000006d) [NAS_IP] 

160.216.100.40 [NAS_MAC(:ESSID)] 002389da6170:eduroam [SERVER] radius1.unob.cz 

[OUTTER-AUTH] PEAP [INNER-AUTH] MS-CHAP-V2 

 

Fig. 5 Eduroam – University of Defence Eduroam unsuccessful login – example 2 (incorrect 

password) 

 



 

Fig. 6 Eduroam – University of Defence Eduroam main components 

The core of University of Defence Eduroam is concentrated to Brno. There are 

situated central components, namely Microsoft NAP (Network Access Protection) 

service, Wireless LAN controller and two RADIUS servers - main and backup. Those 

RADIUS servers take over data from the military Personal Information System, i.e. 

regular University of Defence members, both staff and students, do not need to fill in 

any additional applications or forms. 

The remote sites – Faculty of Military Health Sciences, NBC Defence Institute etc. 

are joined using Internet through encrypted virtual private network (VPN).  

It is necessary to underline the role of the certification authorities structure; the 

AddTrust Extrnal Central CA Root should be configured and also both local RADIUS 

servers (radius1.unob.cz, radius1.unob.cz) should be set. This precaution protects 

users against connecting to the fake access points with the malicious Eduroam SSID 

and subsequently eliciting their private credentials.  

6. Conclusions 

We successfully implemented the University of Defence incorporation into Eduroam 

roaming system. Moreover, we get the grant support from the CESNET Science 

Foundation to build the base for the Eduroam infrastructure on our premises. We had 

to solve several issues, especially security ones. Standard solutions do not provide 

easy configuration and namely management tools. It is quite tough to find some 



problems, so we build set of auxiliary utilities which allow basic administration and 

user support even for operators. 

As mentioned, we selected 3Com (Hewlett-Packard) devices. The core is a WX 5002 

wireless controller, access point are WA2220-AG_IndoorDualBand type.  

 

The experience which we have got during project solution is valuable not only for 

University of Defence, but can be also used in broader military community. 
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