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Abstract. In this article there are shown some differences between civilian and 

separated military networks. 

It describes only two probably the most popular attacks: the first is to gain 

unauthorised access to data transmitted within the network, while the second 

one is to shutdown or paralyse a part or all of the network using weaknesses of 

dynamic mechanisms that improve network performance. These attacks are 

focused on the second and third layer of ISO/OSI model. 

The article was mainly based on the authors’ experience in testing networks. 
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1   Characteristics distinguishing military (stationary and mobile) 

networks 

It is well known that if the computer is connected to the Internet, then theoretically 

there is a way to break into it. What if there is a dedicated network, such as a military 

one? 

This article is focused mainly on military networks created for specific military or 

rescuing actions. Separated stationary networks, adapted to transmit classified 

information, were not analysed, even though each described below attacks could be 

successfully used.  

Due to the specificity of working, military networks, unlike the civilian ones, are 

characterized by a small number of computers in the collision domain, and almost 

always these networks are isolated from the globally accessible Internet resources. It 

is worth noting that in military networks there is often a situation in which in a given 

system there are several subnets, and in each subnet there is only few (usually from 1 

to 6) computers, and these subnets are spaced apart over large distances and often 

combined with low bandwidth links. Therefore, an analysis has been worked out, that 

allows to answer the question, which of the attacks - commonly known and used in 

civilian networks - could be applied to an untypical network, which is the military 

one. 

Additionally, in non-civilian networks, devices, particularly processing classified 

information, which are protected from the radiated emissions, in the field are closed in 



shelters. In the case of stationary conditions (as opposed to field ones), computers and 

network devices are in separate security zones. 

Under field conditions shelters are connected by twisted pair cable, fibre optic or 

radio lines, either by VHF or HF, that meets the strict standards of military defence. 

Data transmitted on the air is encrypted, so in this article there are described 

methods of attacks on this type of network, but with the assumption that the attacker 

was already in the RED zone - he has an access to not yet classified information. A 

cable connecting your computer to an available connector on a shelter (Fig. 1) can be 

for example a target for performing any of the described attacks. The figure below 

shows two free fibre ports (first two from the left), which are not secured by any seal 

or not attached to any alarm system. Therefore, the attacker can assume that the user 

of the system will not turn off their unused ports, and after joining the system he will 

be able to perform various types of attacks - including those commonly known, that 

are described below. 

 

Fig. 1. Example of connection table on a shelter 

 

Please also note that a man is always the weakest link in the security chain, so at 

every moment follow all developed procedures for secure network operation. 

In this article we will focus on only two probably the most popular nowadays 

attacks: the first of them will refer to a person not authorized to the data transmitted 

on the network, while the second is to shutdown or paralyse a part or all of the 

telecommunication network. 

There were deliberately omitted DDoS attacks, due to the nature of military 

networks, in which it is not possible to build any kind of botnet (lack of infected 

computers). 



2   Blocking / degradation of a network 

2.1   CAM Table Overflow 

The primary function of switches used in Ethernet networks is the transmission of 

frames from one port to another based on the MAC (Media Access Control) address 

physically present on a given switch port. The CAM (Content Addressable Memory) 

table in a switch stores the physical association of MAC addresses with the 

corresponding switch port. Immediately after turning a switch on, the CAM links 

table is empty. Incoming frames are placed in an input queue and then the MAC 

address is checked in the CAM address table, and on this basis, directed to the 

appropriate port switch. If the switch in its CAM has no MAC address, to which the 

frame is to be sent, it sends it to all ports except one, from which the frame has been 

received. Entries in the CAM table are based on source addresses of incoming frames. 

To ensure alignment of the switch to the network changes the validity of an entry 

shall expire if during certain amount of time new frames with proper sender's MAC 

won't appear. Typically, port assignment to the MAC address is stored in the CAM by 

the 300s. If in the CAM there is a sufficient number of entries before the time of 

validity of the oldest entry, no new entry can be added to it. A CAM table can contain 

4096, 8192 and even 16 384 entries. 

Therefore, we can easily imagine a situation in which an attacker could take 

advantage of these switch hardware limitations and flood it with fake MAC addresses 

until the CAM table overflows. After exhausting the CAM resources, a switch instead 

of directing traffic to a specific port, will act as a hub, which causes a significant 

increase of the scope of a collision domain and also allows you to capture traffic that 

should not in principle have reached the selected port. 

In order to maintain saturation of CAM attacker must keep pouring a switch with 

fake MAC addresses, because after a while the CAM table is automatically cleared. 

1. Generation and injection of many 
random MACs to the network

3. CAM Table overflow – 
switch acts like a hub

2. Overflow of CAM Table 
with random MAC 

addresses

 

Fig. 2. The principle of CAM Table Overflow Attack operation 

When a VLAN is configured on a switch, then traffic is only flooded within the 

local VLAN when a CAM table overflow occurs, although the attacker will only be 

able to sniff traffic belonging to the local VLAN on which the attack occurs. 



To prevent this, simple mechanisms that permanently assign one MAC to one port 

(the first one to be raised) or limit the number of MACs at the time assigned to that 

port should be enabled on every switch. Make sure to define actions that should take 

place after experiencing such an attack attempt - redundant frames can for example 

reject or disable the interface. 

 

2.2   STP attack 

The Spanning-Tree Protocol - STP, described in the document IEEE 802.1d, is the 

one used by computer networks in the second layer of the ISO/OSI network model. 

STP is operated by switches and bridges. It is designed to increase the reliability of 

network environments, it enables the configuration of these devices in a way that 

prevents the loop. When STP detects a problem, such as a broken link, it reconfigures 

the network by activating the backup link. It needs about 30 to 60 seconds. 

An activity of STP is based on BPDU (Bridge Protocol Data Units) frames that 

allows for communication and possible switching off links when it detects a loop. 

There are few STP implementations, but by default there is running the oldest and 

least efficient. This means that when you connect any device to the port, even if it is 

not a switch, the port will have to go through all the phases of STP before allowing 

for typical communication. 

There are newer varieties of STP, which will significantly accelerate the process of 

creating the tree and the possible renegotiation in case of link failure, but all of them 

are not equipped with a BPDU frames authentication mechanism. 

Therefore, it is possible to disturb the normal structure of the tree by sending 

properly modified frames. The attacker is able not only to create sub-optimal 

communication paths, it can also result in cutting off the links that do not cause a 

loop. 

Please also note that when creating the tree topology there is consumed a 

computing power of switch (similar to the Dijkstra's algorithm in OSPF routing). So 

there is a real threat of Denial of Service attack based on forcing many recalculations 

by sending a large number of frames with conflicting information. 

To protect against such attacks manufacturers came up with its own mechanisms 

involving, for example, BPDU frames filtering on the selected switch ports or forcing 

root bridge position in the network topology. 

Unfortunately, in this configuration, it is possible that if there is a change of 

network topology and there would be created a loop that STP does not remove, and 

therefore does not fulfil its basic role. In addition, we must be aware that filtering 

frames on ports that lead to the outlets available for users allows them to create a loop 

by connecting two ports with a patch cord. 

A much better solution is to reduce the 2nd layer to a minimum. More expensive 

switches are able to switch at the layer 3 using all its benefits, including dynamic 

routing protocols. 

In a very simple way you can block the network by sending specially prepared STP 

messages. 



3   Data sniffing 

3.1   ARP Poisoning 

With the development of technology and increasing productivity hubs were 

abandoned, which in thoughtless way, by increasing the collision domain, were 

duplicating all frames on other ports. When LANs were based on the hubs, it was 

enough to switch the network card in all packets receive mode (mixed mode) to 

eavesdrop whole communications. It was possible with programs called sniffers. 

Sniffing was possible thanks to the hub sending all packets to each network device 

regardless of its MAC address. When there are intelligent switches, the possibility has 

been blocked. The switch sends the packet only to the proper Ethernet network card, 

and not to all, of course, if it knows the MAC address of the destination host. In order 

to use that method you should overflow CAM array. 

The Address Resolution Protocol (ARP) is a telecommunication protocol that is 

used for resolution of network layer addresses into link layer addresses, a critical 

function in multiple-access networks. In Internet Protocol Version 6 (IPv6) networks, 

the functionality of ARP is provided by the Neighbour Discovery Protocol (NDP). 

The attack called ARP spoofing is a kind of attack that allows to capture data 

transmitted within a local network. In this attack, an attacker sends in a network 

modified ARP frames containing the spoofed MAC address. As a result, the packet 

instead of to the actual recipient is sent to the attacker, which allows him to capture all 

traffic exchanged between the network users. 

default gateway
MAC: 1a:2b:3c:4d:5e:6f

IP: 192.0.0.1

victim
MAC: 12:34:56:78:90:12

IP: 192.0.0.5

Attacker
MAC: aa:aa:aa:aa:aa:aa

IP: 192.0.0.66

1. ARP Spoofing 
Information

IP: 192.0.0.5 to MAC: 
[aa:aa:aa:aa:aa:aa]

1. ARP Spoofing 
Information

IP: 192.0.0.1 to MAC: 
[aa:aa:aa:aa:aa:aa]

2. DATA

 

Fig. 3. Principle of operation of ARP attack 

When the user wants to "pack" an IP packet in an Ethernet frame, one of the fields 

that must be filled (after Preamble and the SFD field) is the "recipient MAC address" 

checked in the ARP table of the transmitting device. 



 

Fig. 4. Example ARP table on a personal computer 

However, if you want to send data to e.g. 10.214.36.61 - which apparently is not in 

the ARP table above, then the request will send an ARP request to all users in the 

network, asking what the physical address of the desired recipient is. As a result, the 

frame receives the ARP reply, in which there will be a link of IP address to MAC 

address. As a result, in the ARP table a new entry will appear, which will present this 

link, so that in the future it will not be necessary to send this request (for a certain 

period). 

This mechanism works in practice, but using the numerous tools available on the 

Internet it is able to deceive both parties exchanging data. If there is an attacker 

between the communicating devices (Man-In-The-Middle-type attack), it is possible 

to convince both users to mark IP packets with its physical address. Therefore, there 

is a situation in which a station wishing to send data to the station B will give the 

correct IP address but the MAC address of the attacker. The switch will send the 

packet prepared in this way, to the attacker, who will grab a frame and then send it 

with the correct MAC address to the owner. As a result, users do not realize that the 

transmission went with an additional component in the network. In the same way the 

traffic from the station B to the station A can also be captured. 

Additionally a fact is worth noting that when the attacked machine has already 

valid data link layer address, an attacker can replace it by sending a specially prepared 

"answer", even though the attacked machine has not sent a query. The response is 

accepted, and the ARP table entry of a victim machine - changed. 

It is a common practice, when you try to poison an ARP array, you send frequent 

ARP reply frames, which should indicate the administrator a serious anomaly in the 

operation of the network. Additionally, you can define static ARP table entries, which 

will not be overwritten by ARP responses. Some switches also offer private VLAN 

feature that allows the isolation of selected switch ports so that they have not been 

able to establish direct communications with each other. 

3.2   DHCP Spoofing 

DHCP (Dynamic Host Configuration Protocol) – A communication protocol that 

allows computers to obtain configuration data from the server, such as host IP 

address, gateway IP address, DNS (Domain Name System) server address and subnet 

mask. DHCP is defined in RFC 2131 in 1993. 

In the next generation of IP - IPv6, the new version of DHCP - DHCPv6 was 

added as an integral part. Its specification is described in RFC 3315.  



Network sniffing using DHCP Spoofing has a fairly simple rule of action. As the 

name of this method suggests, the attack can be carried out in those networks only 

where the configuration of hosts is by DHCP server - installed on a network server or 

router. The attack is to impersonate gateway, resulting in the victim's network traffic 

is directed to the attacker's computer. The trick is to specify the default gateway 

address corresponding to the host's one that will intercept packets and send them to 

the correct gateway. 

Everything will work if aggressor's computer responds on demand of connection 

setup faster than a real DHCP server. The attacker has an advantage here because the 

fake DHCP server, before allocating IP for the victim, does not need to check whether 

IP address is in use. 

Network switches provide security like DHCP Snooping, allowing to define ports 

of which offer leases are unauthorized. This option will cause filtration of suspicious 

DHCP messages, while allowing to send DHCP requests and getting offers from 

privileged ports. 

3.3   Routing protocols attacks 

In military networks, which are generally not large, the greatest attention is drawn by 

two routing protocols, namely OSPF, and increasingly rare due to the limited number 

of hops - RIP. 

OSPF (Open Shortest Path First) for IPv4 in the second version is defined in RFC 

2328. 

OSPF sends an LSA notification (Link-state advertisement) to all routers within 

the area. In the LSA applications there are included, among others, information about 

connected interfaces and used measures. After gathering information about the links, 

routers, using the OSPF algorithm, determine the shortest path to each node. OSPF, as 

the link-state protocol, generates routing updates only when there is a change in the 

network topology. When the data link / interface changes its state, the router will 

detect the change and send the LSA information about this change. 

The LSA information is sent periodically to all other routers to confirm the 

presence of a link (default time is 30 minutes). When the LSA or LSU packet (Link-

state update - indicates a change in the network) reaches the router, it takes the 

following actions: 

 If you already do not have such information, the LSA, the router adds it to its 

LSDB (Link-state data base), sends LSAck (LSA Acknowledgment), transmit this 

information to all other routers, calculates the new SPF (Shortest Path First) and 

updates its routing table. 

 If an entry with the LSA already exists and the LSA sequence number is the same, 

the router ignores the LSA information. 

 If an entry already exists, but the LSA has newer information - it is given a higher 

sequence number, the router adds it to its LSDB, sends LSAck, transmits this 

information to all other routers, calculates the new SFP and updates its routing 

table. 

 If an entry already exists, but the LSA contains outdated information (lower 

sequence number), the router sends LSU to the sender with the latest news. 



Therefore, it is possible to carry out an attack on a simple OSPF network by 

generating special LSA packets which only have a higher sequence number and an 

appropriate checksum, because (by default the router) devices only check the validity 

of data with the sequence number and the previously mentioned checksum. 

OSPF has two types of authentication of their packages. The first one is to send 

messages using the OSPF password in the open text. The second way is to attach the 

MD5 hash function. The first way for obvious reasons, does not offer sufficient 

protection. The shortcut MD5 is commonly known as a weak security, plus it only 

authenticates the OSPF header, but the IP header is not protected. Note that the MD5 

algorithm is considered to be obsolete and unadvisable. It is very susceptible to 

collisions, and generation of hash with modern graphics cards enables an effective 

brute-force attack. 

Therefore, the attacker having the password used to authenticate and verify the 

integrity of the package can easily use it to generate their own OSPF messages and 

inject it to the network in order to confuse the algorithm and capture packets sent over 

the network. 

The situation is saved thanks to passive interfaces. It consists in the fact that 

notifications are not sent or interpreted by pre-defined interfaces. 

RIP (Routing Information Protocol) - Interior Gateway Protocol (IGP), is based on 

a set of vector algorithms used to calculate the best route to a destination. 

Today's open standard RIP is described in RFC 1058 and STD 56. 

RIP, like OSPF is also vulnerable because it also as a method of authentication 

uses the MD5 in the best case. 

4   Conclusions 

To secure the network (without using encryption devices) one should: 

 strive to limit the number of switches for routers; 

 wherever possible try to incorporate safeguards against flooding attacks as well as 

use static instead of dynamic configurations; 

 using dynamic routing protocols to configure active and passive ports on routers 

properly; 

 monitor the network for traffic anomalies, which for an experienced administrator 

with appropriate devices for network traffic scanning are possible to be captured 

quickly. 
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