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Abstract. The use of artificial neural networks in the cryptography brings many 

benefits for encrypting messages. Therefore, this article shows an overview of 

different topologies of neural networks for use in the cryptography. From the 

most known as is a Tree Parity Machine, through a Permutation Parity Machine 

to the use one of the most used ANN with Backpropagation algorithm as a 

Chaotic random numbers generator. Next, the article describes the learning 

methods used for the training TPM, such as Hebb’s learning rule and Anti-

Hebb’s learning rule. Finally, it describes the basic attacks on the ANN such as 

a Simple Attack, a Geometric Attack, a Majority Attack and a Genetic Attack.  
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1 Introduction 

The main goal of this article is to do an overview of the use of Artificial Neural 

Networks (ANN) in the cryptography, their use and short description of used neural 

networks. Main topologies of neural networks, such as the most used type the Tree 

Parity Machine (TPM), next the Permutation Parity Machine (PPM) and the artificial 

neural network with backpropagation algorithm as the Chaotic Random Numbers 

Generator will be presented. Next the article will devote the basic learning algorithm 

as are Hebb`s rule and Anti-Hebb`s rule used in the TPM. The most common attacks 

on neural networks will be summarized in the last section such as the Simple Attack, 

the Geometric Attack, the Majority Attack and the Genetic Attack. 

2 Topologies of neural networks for 
cryptography 

Different types of neural networks are used in the cryptography. For example, the 

Tree Parity Machine (TPM) that is a special type of a multilayer feedforward neural 

network, then the Permutation parity machine (PPM) that is a variant of Tree parity 

machine but also the artificial neural network to generate random numbers.  

2.1 Tree Parity Machine 

The Tree Parity Machine (TPM) is the most common neural network topology for 

the neural cryptography. It consists of K×N input neurons, K hidden neurons and one 

output neuron o [1], [2], [4]. The basis of the neural cryptography uses two identical 

artificial neural networks (ANN) which are able to synchronize after mutual learning. 

At the beginning each TPM has generated random values of weights (wkj) which are 

secret. The learning process consists of generating random inputs, same for both 

TPMs, then computing outputs from the each TPM and their mutual comparing [1], 

[2], [3], [9]. 

The TPM (Fig. 1) consists of input bits x, weight vectors w (w is the value of 

synaptic weight) and the output bit o. Next, from the K hidden neurons and the N 

inputs to the each hidden neuron. Values of synaptic weights w are generating as a 

random discrete values L. So wkj can take numbers from –L, -L+1, …, L [1], [2], [3]. 

There are assumed that the K, N, L and w are secret for the attacker who is trying to 

catch the encrypted communication from the public channel. Next assume is that the  

K, N and L has to be same for both TPMs which are in the synchronization process.  
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Fig. 1. The architecture of TPM with K=3 (hidden neurons P), N=4 (inputs into the each 

neuron), w (values of synapse weights), x (outputs bits), σ (output bits from neurons) and o (the 

output bit) where Π is the mathematical operation of multiplication (14). 

Learning of the TPMs is done by comparing the output bits o of both TPMs where 

the input vector x is equal for both TPMs. It can be used different learning rules for 

synchronization of two TPMs. 

2.2 Permutation Parity Machine 

The Permutation Parity Machine (PPM) is binary variant of the TPM. It consists of 

one input layer, one hidden layer and one output layer. Number of neurons, in the 

output layer, consists of number of neurons K in the hidden layer. Each hidden neuron 

has N input neurons, for which is true that xij are binary [5]: 

𝒙𝒊𝒋 ∈ {𝟎, 𝟏} . (1) 

Weights between input and hidden neurons are binary too and their definition is: 

𝒘𝒊𝒋 ∈ {𝟎, 𝟏} . (2) 

The output value of each hidden neuron is calculated as a sum of all exclusive 

disjunctions (XOR) of input neurons and these weights: 

𝝈𝒊 = 𝜽𝑵 (∑ 𝒘𝒊𝒋

𝑵

𝒋=𝟏

⊕ 𝒙𝒊𝒋) (3) 

where ⊕ represents the operation XOR and 𝜽𝑵 is a threshold function, which 

returns values 0 or 1: 

 

 x11     x12     x13     x1N    x21      x22     x23    x2N     xK1     xK2     xK3    xKN={-1,1} 

 

 

o={-1,1} 

wKN={-L,L} 

Π 

σ1 σ2 σN={-1,1} 

w11 w1N w2N 

P1 P2 PK 
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𝜽𝑵(𝒙) = {
𝟎  𝒊𝒇 𝒙 ≤ 𝑵/𝟐
𝟏 𝒊𝒇 𝒙 > 𝑁/2

 . (4) 

The output of PPM with two or more hidden neurons can be computed as the XOR 

of the values produced by hidden neurons [5]: 

 

𝒐 =
𝐾
⊕

𝑖 = 1
𝝈𝒊 . (5) 

According to the work of Luis F. Seonane and Andreas Ruttor [5] the PPM is not 

secure enough for any cryptographic application. 

2.3 Chaotic generator of random numbers 

Generators of the random numbers are often used in the cryptography. The chaotic 

generators have recently been applied in the cryptography. The chaotic system is 

aperiodic and sensitive to initial conditions, system parameters and the topological 

transitivity. One of the most known chaotic generator is a Chua`s circuit (Fig. 2) [6]. 

 

 

Fig. 2. The chaotic Chua`s circuit 

 

The Chua`s circuit has a simple structure and it consists of two capacitors (C1, C2), 

an inductor (L), two linear resistors (R1, R2) and a non-linear resistor also called the 

Chua`s diode (NR). One of the possible implementation of the chaotic Chua’s circuit 

in the ANN is shown in Fig. 3. It is based on the backpropagation algorithm [6].  

 

 

 

R1 

R2 

C2 
C1 NR 

L 
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Fig. 3. The block diagram of trained ANN model  

The cryptography based on the ANN chaotic generator (Fig. 4.) [6] consists of the 

Control Unit which gives initial conditions into the chaotic generator. The Generator 

generates chaotic dynamics with using initial conditions and chaotic dynamics 

encrypt the plain text into the cipher text. Chaotic dynamics is a sequence of random 

numbers generated by the chaotic generator.  

 

Fig. 4. The block diagram of ANN based chaotic crypto-system 

 

This message is sent to the receiver where the Control Unit removes initial 

conditions. These initial conditions are sent to the chaotic generator and it generates 
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chaotic dynamics which it is able to decrypt the cipher text again and get the plain 

text. 

3 Methods of learning neural networks 

For synchronization of the tree parity machine, there are compared outputs o both 

TPMs and on their base, they learn until they are not synchronized. The most used 

learning rules for TPMs are Hebb`s learning rule (15), Anti-Hebb`s learning rule (16), 

and the Random walk algorithm (17). 

3.1 Hebb`s learning rule 

Hebb`s learning rule is based on adaptation weights of mutual interaction of the 

input and the output signal. If two neurons are connected with single value of the 

synaptic weight and they are activated simultaneously the value of weight is 

increased. And the value of weight is reduced if they are activated separately. The 

following formula describes Hebb`s learning: 

𝒘𝒊𝒋 = 𝒙𝒊𝒙𝒋 (6) 

where wij is weight between neurons i and j, xi is neuron input i and xj is neuron 

input xi. 

 

Another formula describing Hebb`s learning rule is: 

𝒘𝒊𝒋 = ∑ 𝒙𝒊
𝒌

𝒏

𝒌=𝟏

𝒙𝒋
𝒌 (7) 

where wij is weight between neurons i and j, n is numbers of neuron input, and xik 

is kth input to the neuron i and  xjk is kth input to the neuron j. 

 

Hebb's Rule is generalized as: 

∆𝒘𝒊 = ŋ𝒙𝒊𝒚 (8) 

the change in the ith synaptic weight  wi is equal to a learning rate ŋ  (positive 

constant ŋ ∈(0, 1)) times the ith input xi times the postsynaptic response y for the 

linear neuron: 

𝒚 = ∑ 𝒘𝒋𝒙𝒋

𝒋

 (9) 

where wj is the weight  jth neuron and xj is the input jth neuron. 

 

In TPM where inputs are binary [2], [4], [9]: 

𝒙𝒊𝒋 ∈ {−𝟏, 𝟏} (10) 
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and weights between inputs and K hidden neurons have values: 

𝒘𝒊𝒋 ∈ {−𝑳, −𝑳 + 𝟏, … , 𝑳} (11) 

the output value of each hidden neuron is equal as a sum of each multiples inputs 

and their weight values [1], [2], [4], [9]: 

𝝈 = 𝒔𝒈𝒏 (∑ 𝒘𝒊𝒋𝒙𝒊𝒋

𝑵

𝒋=𝟏

) (12) 

where sgn is a simple function that returns values -1, 0 or 1 [1], [2]: 

𝒔𝒈𝒏(𝒙) = {

−𝟏 𝒊𝒇 𝒙 <  0
𝟎     𝒊𝒇 𝒙 =  𝟎

𝟏     𝒊𝒇 𝒙 >  0
 (13) 

The input of neural network is calculated as a multiplication of all input values 

created with hidden neurons (14) and where the output from the TPM is binary [2], 

[4]. 

𝒐 = ∏ 𝝈𝒊

𝑲

𝒊=𝟏

 (14) 

 During synchronization between two TPMs there are compared values of both 

TPM outputs and two situations can occur. Either outputs o are different and then it is 

again generated the random input vector x and new output is computed or both 

outputs are same and then one of learning rules is applied (15), (16), (17) [1], [2], [3], 

[9]. 

Hebb`s learning rule (15), both neural networks are learning from each other: 

𝒘𝒊
+ = 𝒘𝒊 + 𝝈𝒊𝒙𝒊𝜽(𝝈𝒊𝒐)𝜽(𝒐𝑨𝒐𝑩) (15) 

where θ is excitation threshold. 

 

Anti-Hebb`s learning rule (16), both neural networks learn with opposite as their 

own outputs: 

𝒘𝒊
+ = 𝒘𝒊 − 𝝈𝒊𝒙𝒊𝜽(𝝈𝒊𝒐)𝜽(𝒐𝑨𝒐𝑩) (16) 

 

Random walk (17), the set value of the output is not important for synchronization 

as long as it is the same for all participating neural networks [2], [3], [9]. 

𝒘𝒊
+ = 𝒘𝒊 + 𝒙𝒊𝜽(𝝈𝒊𝒐)𝜽(𝒐𝑨𝒐𝑩) (17) 
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3.2 Anti-Hebb`s learning rule 

Anti-Hebb`s learning rule is inverse toward Hebb`s learning rule. Hebb`s learning 

rule increases value of the weight if neurons are activating synchronously unlike Anti-

Hebb`s learning rule where value of the weight is reduced if neurons are activating 

synchronously.  

Anti-Hebb`s learning rule is generalized as: 

∆𝒘𝒊 = ŋ(𝒙𝒊𝒚 − 𝒘𝒊𝒚
𝟐) (18) 

where the change in the ith synaptic weight  wi is equal to a learning rate ŋ times 

the ith input xi times the postsynaptic response y for the linear neuron (19) minus the 

ith weight times squared of the response y : 

𝒚 = ∑ 𝒘𝒋𝒙𝒋

𝒋

 (19) 

ehere the wj is weight of the jth neuron and the xj is input of the jth neuron. 

 

3.3 Backpropagation 

One of the most used ANN is the feedforward network with the backpropagation 

algorithm (or also the backpropagation of errors or the backprop algorithm). The 

feedforward neural network is essentially a network of simple processing elements 

working together to produce a complex output. It is one of the most complex neural 

networks for supervised learning [7]. These elements or nodes are arranged into 

different layers: the input, the middle or also the hidden and the output. The output 

from the feedforward neural network with the backpropagation algorithm is computed 

using a procedure known as the forward pass [8]: 

 

- The input layer propagates a particular input vector’s components entering to 

the each node in the middle layer. 

- Middle layer nodes compute output values, which become inputs to the nodes 

of the output layer. 

- The output layer nodes compute the network output for the particular input 

vector. 

 

The forward pass produces an output vector for a given input vector based on the 

current state of the network weights. Since the network weights are initialized to 

random values, it is unlikely that reasonable outputs will result before training. The 

weights are adjusted to reduce the error by propagating the output error backward 

through the network. This process is where the feedforward neural network with the 

backpropagation algorithm gets its name and is known as the backward pass [8]: 

 

- Compute the error values for the each node in the output layer. This can be 

computed because the desired output for the each node is known. 
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- Compute the error for the middle layer nodes. This is done by attributing a 

portion of the error at each output layer node to the middle layer node, which 

feed that output node. The amount of error due to the each middle layer node 

depends on the size of the weight assigned to the connection between the two 

nodes. 

- Adjust the weight values to improve network performance using the Delta 

rule. 

- Compute the overall error to test network performance. 

 

The training set is repeatedly presented to the network and the weight values are 

adjusted until the overall error is below a predetermined tolerance. Since the Delta 

rule follows the path of greatest decent along the error surface, local minima can 

impede training [8]. 

 

4 Attacks on neural cryptography 

Safety of the neural exchange protocol is based on the fact that two ANN (A, B) 

communicating with each other are synchronized faster than the third network (E) 

which is trained only to capture the input and outputs from the synchronizing ANN 

from the public channel. The attacker does not know the topology of the ANN and 

what output values are in the each hidden neuron so that the most of attacks are based 

only on estimate status of hidden neurons [12, 13]. 

4.1 Simply attack 

The attacker ANN E has the same structure as A and B. Then E starts with random 

initial weights and trains with the same inputs transmitted between A and B over the 

public channel. After that E learns the mutual output bit oA/B between A and B and 

applies the same learning rule by replacing oE with oA/B [2], [10]: 

𝒘𝒌
𝑬 = 𝒘𝒌

𝑬 − 𝒐𝑨𝑿𝒌𝜽(𝝈𝒌
𝑬𝒐

𝑨
𝑩)(𝒐𝑨𝒐𝑩) (20) 

4.2 Geometric attack 

A geometric attack can outperform the simple attack because, in addition to 

applying the same learning process, E can exploit oE and the local fields of its hidden 

units, h1
E,  h2

E, ..., hk
E. When oA/B is equal to oE, E applies only the same learning rule 

used by A and B but if oA/B is not equal to oE, then E tries to correct its internal 

representation h1
E,  h2

E, ..., hk
E. The lower the absolute value of |hi

E|, the higher the 

probability that oA/B is not equal to oE and this probability is known as the maximum 

error prediction εi
p. Therefore, E will modify the hidden neurons with minimum |hi

E| 

before applying the learning rule. Since the geometric attack follows a probabilistic 
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behavior, it is not guaranteed that it will succeed in correcting the internal 

representation of the attacker’s TPM [2], [10], [11]. 

4.3 Majority attack 

The majority attack is similar to the geometric attack. However, E can increase the 

probability to predict the internal representation of any of the partners’ TPM. The 

majority attack is also called a cooperative attack because M TPMs (M is number of 

cooperating TPMs) are working in a cooperating group rather than as individuals. 

Instead of using only one TPM, the attacker starts with M TPMs with random weight 

vectors to achieve a zero overlap between them. If oA is not equal to oB, weights are 

not updated but for oA is equal to oB, the attacker must update its own TPM. Then it 

calculates the output bit of all its attacking ANNs. If the mth output bit of attacking 

ANN oE,m is not equal to oA, then the geometric attack is applied individually for 

every mth ANN and no update will occur before cooperating with other ANNs. Next, 

E searches for the common internal representation among the M TPMs and updates 

their weights according to this majority vote. In order to avoid the expected high 

correlation between the M TPMs, the majority attack and the geometric attack are 

applied alternately in even and odd steps, respectively [11]. 

4.4 Genetic attack 

In the genetic attack, the attacker starts with only one TPM but is permitted to use 

M TPMs. Because the most challenging issue in the mutual learning process is to 

predict the internal representation of either TPMA or TPMB, the genetic attack directly 

deals with this difficulty. For a specific value of oA/B, there are 2K−1 different internal 

representations to reproduce this value. The genetic attack handles all these 

possibilities in a parallel fashion. The genetic attack proceeds as follows [9], [11]: 

 

- If oA = oB and E has at most M/2K−1 TPMs, 2K−1 TPMs are generated and each 

updates its weights based on one of the possible internal representations. This 

step is known in genetic algorithms as the mutation step. 

 

- If E has more than M/2K−1 TPMs, the mutation step will be essentially an 

overhead due to the exponential storage needed. Therefore, the attacker must 

discard some of the TPMs to avoid exponential storage increase. As a genetic 

algorithm, the discarding procedure is based on removing the TPMs with the 

least fittest function. The algorithm uses two variables U and V as the fitting 

functions. The variable U represents the number of correct prediction of oA in 

the last V training steps. 
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5 Pros and cons of using neural networks in 
the cryptography 

The cryptography based on the ANN is the symmetric cryptography. It means that 

for encryption and decryption the same cipher key is used. Advantages of using 

neural networks in the cryptography are mainly lower processing power compared 

with the RSA algorithm because the neural network cryptography is not based on the 

number theory. It is more difficult to break the cipher because the cryptography based 

on the TPM expect faster synchronization than attacker’s network. The main reason is 

that two TPMs cooperate together during synchronization process, however attacker’s 

network does not cooperate with them. ANNs can be software based or hardware 

based. If ANNs are hardware based they can be analog or digital. 

Disadvantages are mainly the time needed to synchronize. The ANN needs time 

for learning so it cannot start encrypt immediately. For ANNs with a large number of 

neurons and synapses there is needed high processing time for the training ANN. 

ANN architecture is different from universal microprocessor architecture so the 

network must be emulated or must be used special processors or FPGA. 

6 Conclusion 

In the article the most used topologies of neural networks in the cryptography are 

presented. It follows that the most used topology is still the Tree Parity Machine. The 

experiment [5] has found out that the Permutation Parity Machine is not suitable for 

using in the cryptography. In the future it is suitable to focus on TPMs and develop 

their security against the attack. We have presented the use of artificial neural 

network as a random numbers generator for encrypting and decrypting what appear as 

a perspective area in the neural network cryptography. In the article the most used 

learning rules for TPM and also one of the most used learning process in the artificial 

neural network, the Backpropagation algorithm have been shortly introduced. 

Traditional methods of cryptography are tested to attempt to break the cipher and 

either the neural cryptography is no exception. In the article, also the most known 

possible attacks on the artificial neural networks are mentioned. 
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